VDI

Smackdown |

Eenvoud in ICT

Author(s) : Ruben Spruijt
Version: 1.05
Date: July 2010



VDI

Smackdown

© 2010 PQR, all rights reserved.

All rights reserved. Specifications are subject to change without notice. PQR, the PQR Igo and its tagline Eenvoud in
ICT are trademarks or registered trademarks of PQR in the Netherlandsand/or other countries. All other brands or

products mentioned in this document are trademarks or registered trademarks of their respective holders and should
be treated as such.

Version 1.05 July 2010 Page i



VDI
s
Smackdown

CONTENT

1. a1 0T [T i) o PSR 1
1.1 ODJECHIVES. ...ttt et aee eee e re eeeaare e e s e e 1
1.2 Ta1C=TaTo [=To Jr- X To 11T o [od RSP PRPR 1
1.3 RV Z=T ol o] g a1 V70 V=T = o | PSSP 1
1.4 (0] o] =T o! FE PP 1

2 Yo | SO RPSR 2
2.1 ADOUE PQR ...ttt ettt e sreee s tesnabeeesabbe e e s e e s are e s teeannbeeeannreeeeanes 2
2.2 ACKNOWIEAGIMENES ...ttt ettt re beee st e s s e e snbe e e s aee beeesanenes 3

3. Understanding all the application and desktop delivery Solutions...........cccccevvceiiiiiies veevee 4
3.1 INEFOAUCTION ... ettt e eestbbr e e e e e s s bbb e e e e e s aaae teeesasbnneeeaeeans 4
3.2 Trusted and untrusted WOork Place SCeNArioS.......cccccviiiiiiiiiiiiiiis ceviiiiiieee e eesiieee e e aeees 5
3.3 SBCUIE ACCESS. . i e iiiiies ettt ettt e ettt et e e e aaaes otassssseaeeseeberebbbara s teeaeaaeeaeeeeeens 5
3.4 Web Application ACCEIEIAtION..........ccvvviiiiiiiiieies s eeeeeaeaaeaaae e e e 5
35 CONNECHON BIOKE......iiiiiiiiiiiiiiii i et eeeaarrr e e e e e e e e e e s eeeeeaaaines 5
3.6 Application Streaming and Virtualization .............ccccciiiiis i e 5
3.7 OS PrOVISIONING ......veiiiiiiii it eee ettt et e e e sbee teeesstbeeessbeeeesabbeeesabee beeeesibeeeeses 6
3.8 Server-Hosted Virtual DeSKIOP (VDI) ... ceveieeeee e e e e e e vveeseneennnene 6
3.9 Server-Hosted (Virtual) Desktop with GPU Acceleration..........ccccccvecviiiiieeiins veevviiiiiieeeeeeene 6
3.10 Remote DeSKIOP ServiCesS (RDS).....ccoiiiiiiiiiiiiits eeeiiiite st rires aeeesineeesnreeeennene 7
3.11 Client-Side Desktop Virtualization (VD) ......cccccciiiiiiiiiiiiiiiiis ceveieieieeeeee e vvvnnnnnnns 7
3.12 (O 11T o1 1Y, =T =T =T o 1 =T o | P 7

4. (DS o] AV AT (U T= 1 17= 1 [ 1 8
4.1 [ a1 0T [0 T4 i o] o PP PP UUUPUPRRTT 8
4.2 Types of Desktop Virtualization ...t e aees aveesrsesesanannnees 8
4.3 Overview of the Desktop Virtualization SOIULIONS ..........coocieiiiiiiiiiiis e 9
4.4 V4IRS = 1 (=T | PP PRRTP PRI 11

5. Vendors and their VDI SOIULION .........oooiiiiiiiis et ceee e e e 13
5.1 INEFOAUCTION ... e teeeaibbe e e e e s s e e e e e es teeeeesansanneeeeas 13
5.2 CIIIX XENDESKIOP. .. ceeiteiee ittt iis abeee ettt et eeas obbeeessibeeeesbeeeeanbreeaaa anbeeeeaes 13
5.3 [ 2= OO PUP PP 14
5.4 Microsoft Remote DeSKtOp SErVICES......cccuuiiiiiiiiiiiiiiiiies i irees rreeeaaeaaaiees 15
5.5 QUESE VWOTKSPACE......ciiiiiiiiiiiiiic ittt ettt es tearbte e e st e e st e s abees aeeennees 17
5.6 SUN Virtual Desktop INfraStrUCIUIE .........ccviiiiiiiiiiiiis et evreeeesnireeeens 18
5.7 VIMWATE VIBW.....eiiiiiiiiiiiiiiiii e e i aeretti e e e e ettt e e e e e ans taeeaababeeeaaeeaanabbaeeaaaaas teaeessanseeneens 19
5.8 [0 T=To [ 4= o PR 20

6. VDI featureS COMPAIISON......ccuiieiiiiiieiiiiee it teteeertieee e st eeesrreeeaae beeeesssbeeessnbeeeesnsreeeses 21
6.1 e o To (U ot AV A =T £ (o] o PSR 21
6.2 Feature CompariSON MALX.........cuuaiiiiiiiiiiiaiiiiis aeeeiiiiieee e s e e e e es teaaeeaaibereeaaesaaaneeees 22

7. L@ o 1111 o SRR 29

Version 1.05 July 2010 Page ii



VDI
s
Smackdown

1. INTRODUCTION

If you are looking for an independent overview of the Server Hosted Desktop Virtualization
(VDI) solutions and curious about the different features - and functions each Desktop
Virtualization vendor is offering!? This is the whitepaper you definitely must read!

In the current market there is an increasing demand for unbiased information about Desktop
Virtualization solutions. This white paper is focused on solutions that are anticipated to have an
important role in VDI deployments. An overview of available features of each solution is created
to better understand each solutions capability.

1.1 OBJECTIVES

The overall goal of this whitepaper is share information about:

1 Application- and Desktop Delivery Solutions overview;
1 Explain the different Desktop Virtualization concepts;
1 Explainthe pros and cons of Virtual Desktop Infrastructure;
9 Describe the different Virtual Desktop Infrastructure (VDI) vendors and solutions;
1 Compare the features of the various VDI solutions;
1.2 | NTENDED AUDIENCE
This document is intended for IT Managers, Architects, Analysts, System Administrators and IT-
Proés in general who are responsible for and/or i

maintaining Virtual Desktop Infrastructures.

1.3 VENDOR | NVOLVEMENT
All major vendors whose products are covered in the feature comparison, such as Citrix,
Microsoft, Quest and VMware have been approached in advance to create awareness ofthis
whitepaper and discuss the different features and functionality.

14 CONTACT
POR; Tel: +31 (0)30 6629729

E-mail: info@paqr.nl ; www.pgr.com

Twitter: www.twitter.com/par_ict

We try to provide accurate, clear, complete and usable information. We appreciate your
feedback. If you have any comments, corrections, or suggestions for improvements of this
document, we want to hear from you! Please send e-mail to Ruben Spruijt (rsp@pqgr.nl).
Include the product name and version humber, and the title of the document in your message.

THIS DOCUMENT IS PROVIDED "AS IS”
WITHOUT WARRANTY OF ANY KIND
FOR REFERENCE PURPOSES ONLY

COPYRIGHT PQR

IT IS NOT ALLOWED TO (PARTIALLY) PUBLISH OR DISTRIBUTE CONTENT WITHOUT
APPROVAL
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ABOUT

ABouT PQR

ilt is easy to compl i c geople mvethe dbity tonaniplifyessonmethingVer y f ¢
that is complicated. Consider the rubber band created by the British inventor Stephen Perry in

1845, for example. Complex and yet straightforward at the same time. PQR stands for the same
straightforwardness. But in a different field, namely Information and Communications

Technology (ICT) infrastructures, with the focus on:

1 Server & Storage Solutions;
1 Application and Desktop delivery;
1 Virtualization.

ASi mplicity in | CTo, experi eabeandpredictaifeQiRB can make
solutions that are linked to one another, geared to the future, flexible, inventive and solid at the

same time. Work together with a company that likes the result -oriented approach and with

personnel who ensure that a solution simply works. ICT has never been that straightforward!

PQR delivers advanced infrastructures with a focus on Server & Storage and Application &

Desktop Delivery solutions and the associated migration, consolidation and virtualization paths

including network and security. PQR is a Cisco Partner, a Citrix Platinum Solution Advisor, a

CommVault Value Added Reseller, and HP Enterprise Specialist Partner, a HP ProCurve Elite

Partner, a threefold Microsoft Gold Partner, a NetApp Gold Reseller, an RES Platinum Partnera

VMware Premier Partner and a Websense Platinum Pe¢
sectors of society and a significant part of the sales is realized with non-profit organizations, the

health care sector, education, local and national government.

PQR is headquartered in De Meern and counts meanwhile over 100 employees. In fiscal year
2007/ 2008 the company posted sales of 0 80.3 mil!]l
www.pgr.nl
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2.2 ACKNOWLEDGMENTS

Team leader

Ruben Spruijt, Technology Officer. Ruben Spruijt, born in 1975, studied Computer Science and
started his career as a Systems Engineer at ATree Automatisering. He has been working as a
Solutions Architect at PQR since 2002.

Focusing on Serverand Storage, Virtualization and Application Delivery solutions, PQR
implements and migrates advanced ICT-infrastructures and has achieved the highest
certifications of its most important partners: HP Preferred Partner Gold, Microsoft Gold Certified
Partner, Citrix Platinum Solution Advisor, VMware Premier and Consultancy Partner.

In his job, Ruben is primary focused on Application and Desktop Delivery, hardware and
software Virtualization. He is a Citrix Certified Integration Architect (CCIA), Citrix Certified
Enterprise Administrator (CCEA)as well as Microsoft Certified Systems Engineer (MCSE+S).
Ruben has been awarded the Microsoft Most Value Professional (MVP), Citrix Technology
Professional (CTP), VMware vExpert and RES Software Value Professional (RSVP) tile

At various local and international conferences Ruben presents his vision and profound
knowl edge of O6Appl i c atandVirtuaization sblgieng. HeipinitiBter bfi v er y 6

PQR6s conceptual modes of O&6Application and Deskt«
Availabi | ity solutionsd and originator of www.virtua
written several articles that have been published by professional magazines and informative

websites. To contact Ruben directly send an email to rsp@pqr.nl. Follow ruben on twitter :

@rspruijt.

A-Team!

Only through the effort and persi shiewadthegoasfa t he 6\
big thanks to them!

fame— Jposon———Jconaer—Jrob | Twner

Arjan Beijer Sr. Consultanti PQR abe@pqr.nl Writer @arbeijer

Rob Beekmans Consultanti PQR rbe@paqr.nl Writer @robbeekmans
Sven Huisman Consultanti PQR shu@paqr.nl Writer @svenh

Olaf Voorhoeve  Sr. Consultanti PQR ovo@pqr.nl Writer @ovoorhoeve

Community effort

Thanks to the reviewers and contributors, especially Jurjen van Leeuwen and Bjorn Bats, Carl
Webster, Pim van de Vis

Special thanks

A special thanks to Chris Wolf and Simon Bramfitt of Burton Group (a Gartner Company) for

their insights, ideas and opinions with regards to Server-Hosted Virtual Desktops and this
whitepaper. Bur t on -Déuthdaesparch AsseasmentbenerHostet Virtual
Desktopsb®6 wi t h docume readindg. Ballow €& ahdSintoe can MWitker wo r t h

Suggestions and improvements

We did our best to be truthful and accurate in investigating and writing -down the different
solutions. When you see improvements please let us know. You will be rewarded with eternal
fame J . Thank you for helping to make this whitepaper better by emailing rsp@par.nl
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3. UNDERSTANDING ALL TH E APPLICATION AND
DESKTOP DELIVERY SOLUTIONS

3.1 | NTRODUCTION

Before you do a @eep divedin the Virtual Desktop Infrastructure arena,i t 6 s | mport ant t o
an overview of aadnd tDhees kotAoppp | Declaitvieorny 8 sol uti ons.
PQR created the fApplication & Desk op Del i ver y Sotbpravidecarfuiat@v er vi ewo
glance outline of the various application and desktop delivery solutions. Reading this chapter

will give you a complete outline of the diagram and all the application and desktop solutions

that are included in it. There are so many delivery solutions available on the market that - often

due to a lack of knowledge - their functionalities are frequently mixed up. This paragraph does

not aim to describe all application scenarios or their technical advantages and disadvantages,

but to give a general idea of the state of affairs in the application and desktop delivery se g-

ment, independent of vendors.

Application & Desktop Delivery solutions overview

Application & Desktop
Dolivery solutions overview

Figurel, Application and Desktop Delivery Solutions Overview

Version 1.05 July 2010 Page 4/29
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3.2

3.3

3.4

3.5

3.6

TRUSTED AND UNTRUSTED WORK PLACE SCENARIOS

Trusted work places are devices that are connected to the existing IT backend infrastructure via
wired or wireless LAN/WAN. Untrusted work places are devices that do not have a secure wired
or wireless LAN/WAN connection tothe existing IT backend infrastructure. This is, for example,
equipment that is connected to a separate network segment for security reasons or because it
is used from home or at a work experience location.

Each organization has different work place and application delivery scenarios. For the IT de-
partment, it is important to have a good overview of the various work place and application d e-
livery scenarios, since this indicates how the various users work with the applications or what
their requirements are.

SECURE ACCESS

Secure Access solutions provide secure access for untrusted devices to corporate IT. The two
parts of the symbol stand for secure (the shield) and access (the traffic light). Depending on
the chosen solution, secure access can also be finegrained.

Solutions that can be used to realize secure access scenarios include Cisco ASA, Citrix Access
Gateway, Microsoft Intelligent Access Gateway, and Juniper SSL VPN.

WEB APPLICATION ACCELERATION

Web Application Accderation appliances accelerate and secure webarchitected applications.

We are all confronted with these solutions nowadays: internet applications such as Google, MSN
and eBay all use them. Web application acceleration solutions are not just useful for large or-
ganizations; however, you could also use them for your own web applications.

Solutions that facilitate web application acceleration and security include packages such as Ci-
rix Netscaler and F5 BiglP.

CONNECTION BROKER

The connection broker determines which server-hosted remote desktop will be made available
to the client. When using a server-hosted virtual desktop infrastructure for this, it is possible to
either designate dedicated desktops or a pool of remote desktops. The desktop broker can au-
tomatically create, remove or pause remote desktops. There are a number of connection broker
suppliers. Citrix with XenDesktop Microsoft with Remote Desktop Services and VMware with
View are the best-known total solutions. Depending on the supplier, the connection broker may
have additional functions, such as a web interface that can create secure (SSL) connections to
remote desktops, Directory Services integration, Full USB support, support for various display
protocols and integration with Remote Desktop Services (former Terminal Services. Depending
on the rules, it is possible to execute applications centrally on a server-hosted VDI or on a ter-
minal server.

APPLI CATION STREAMING AND VIRTUALIZATION

Through application streaming and virtualization, Microsoft Windows applications can be used
without changing the local operating system or installing application software at a particular
work place. In other words; the application can be executed as if it had been installed locally
and can save data and print without the need of any modifications to the local client. Resources
such as the CPU, memory, hard disk and network card take care of the execution of these ap-
plications.

Version 1.05
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Application Streaming and Virtualization can make applications available to desktops, laptops,
server-hosted VDIs and Remote Desktop Services (TS)platforms. The applications are executed
0 n dientd platform, without needing to modify the platfo rm.

The advantages of Application Virtualization include: installation, upgrade, roll-back, delivery
speed and the ease of application support (management). Installation of applications is no
longer necessary, eliminating the possibility of conflicts. The result is a dynamic application de-
livery infrastructure.

Application Streaming and Virtualization solutions include: Microsoft App-V, VMware ThinApp,
InstallFree, Symantec Workspace Virtualization and Citrix Application Streaming with XenApp.

3.7 OS PROVISIONING

OS Provisioning allows workstations to boot up and run from a central image. A single image

can be used simultaneously by multiple workstations. The advantage of this is that complete

operating systems, including applications and clients, can be made available quickly and secure-

ly. It is possible to make a single image available to multiple VDIs, RDSand physical desktop

environments without causing conflicts. As a result, it is possible to upgrade or roll -back an OS

quickly, simply, and without sign ificant risks. When virtual desktops use OS streaming, (valua-

ble) storage is saved, and the management of virtual desktops becomes relatively simple. This

means that virtual or physical machines using OS

Citrix Provisioning Server, part of the XenDesktopand XenApp family, Wanova Mirage and the
VMware View Composer are solutions that facilitate OS Provisioning.

3.8 SERVER-HOSTED VIRTUAL DESkTOP (VDI)

VDI, Virtual Desktop infrastructure = Dedicated Virtual Desktop

There are two kinds of VDI: server -hosted and client-side. A ServerHosted Virtual Desktop
Infrastructure (VDI) is a dedicated remote desktop solution providing remote access to
Windows XP/Vista/Win7 or Linux desktops. The virtual machines are run from within the data
center. The virtual infrastructure increases the sys
manageability. The implementation of Server-Hosted VDIs means that desktops are no longer
bound to a location or end -user appliance. Each user has his/herown unique, personalized,
fully independent work place. Programs run and data is processed and stored on a centralized
personal desktop. The information is sent to the client screen via a remote display protocol such
as Microsoft RDP, Citrix ICAHDX, Teradici/VMware fiPGover-IPo or VNC. The protocol used for
displaying the correct information depends on the operating system, bandwidth, the type of
application, and the technical facilities. As with other desktop delivery solutions, VDI consist of
various infrastructure components that facilitate management, load balancing, session control
and secure access to virtual work stations.

Microsoft, Citrix, Kaviza, Quest, SUN Virtual Bridges and VMware are all important suppliers
within the server-hosted VDI segment.

3.9 SERVER-HOSTED (VIRTUAL ) DESKTOP WITH GPU ACCELERATION

The fiGraphical Processor Unit (GPU) acceleratioa functionality can be added to the server -
hosted VDI solution. It provides each (virt ual) machine with enough graphic performance to run
multimedia, 2D/3D, NextGen and Unified Communications.

Display data is presented to the client device via an optimized remote display protocol. To en-
sure that the end -users experience the best possible performance, the bandwidth, latency, or
local (software) components have to meet extra requirements.

Citrix HDX 3DPro and Microsoft RemoteFX are (upcoming) vendors in this space.

Version 1.05 July 2010 Page 6/29



VDI
s
Smackdown

3.10 REMOTE DESKTOP SERVICES (RDS)

Remote Desktop Services (formerly Terminal Sewvices) = A Shar ed Remote Desktop
Terminal Services is a solution for the remote access to desktops and applications that are run

on a terminal server in a data center, where every user has his or her unique terminal server

session. Access to the desktop or application is not tied to a location or end-user machine, and

programs are executed centrally on the terminal server.

The data appears on the client screen through a remote display protocol such as Microsoft RDP

or Citrix ICA/HDX. Remote Desktop Services consists of various infrastructure components for

management, load balancing, session control and support. It has the advantage that applic a-

tions are made available quickly and securely, the TCO is low, and applications can be accessed
irrespective of location or work place.

Suppliers of Remote Desktop Servicesinclude Microsoft, Citrix and Quest.

3.11 CLIENT - SIDE DESKTOP VIRTUALIZATION (VDI)

VDI, Virtual Desktop infrastructure = Dedicated Virtual Desktop

There are two kinds of VDI: server -hosted and client-side.

Client-side VDI, also know as Client Hosted Virtual Desktop, is a dedicated local desktop where
the virtual machines run locally on the client device. The hy pervisor ensures that each virtual
machine is hardware-independent, and makes it possible to simultaneously use a number of vir-
tual machines at the same workstation.

The hypervisor plays an essential part in client-side VDI solutions.

There are two kinds of hypervisor: a bare-metal client hypervisor and a client-hosted hypervi-
sor. The client-hosted hypervisor is installed on the Windows, Mac OS Xor Linux operating sys-
tem as an application. The bare-metal client hypervisor is installed on top of the hardw are, with
the operating system installed on the hypervisor.

The main differences between the hypervisors are hardware support, performance, manageabil-
ity and end-user experience.

Citrix XenClient, Neockus and Virtual Computer are all bare-metal Client Virtualization Platform
(CVP) orclient-side VDI solutions.

Microsoft VirtualPCand MEDV, VMware ACE and FusionVMware View Client with Local Mode,
Parallels Desktop, and Sun VirtualBox are clientside VDI solutions.

3.12 CLIENT MANAGEMENT

Any self-respecting professional IT organization is bound to use a Client Management solution,
as it is needed to facilitate things such as OS deployment, patch management application and
client deployment, asset management, service desk integration, and remote control.

Examples of client management systems are Microsoft System Center Configuration Manager
(SCCM), RES Wisdom, Altiris Deployment Solution, LANdesk Client Management and Novell
ZENworks Configuration Management.

Version 1.05 July 2010 Page 7/29
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4. DESKTOP VIRTUALI ZATION

Inthepr evi ous chapter an overview of all tiwae 6Appl i
explained. In this chapter Desktop Virtualization, server-hosted and client-side, is described.

4.1 | NTRODUCTI ON

Making applications available to the end-user, regardless of the technology being used, is the
ultimate strategic objective of an Advanced ICT infrastructure. The Virtual Desktop (vDesktop)
is an essential component in the range of Application and Desktop delivery solutions and in
essence, provides the following functions:

1 Flexibility: Detach the vDesktop from the endpoint; Several vDesktops next to one

another

1 Access: vDesktop works independently of location, endpoint and network ; Uniform
workstation

1 Security: Server Hostedi VDI; data in the computing cent er

1 Freedom: Every user has their own desktop with administrator access when needed;

1 Management:. Hardware-i ndependent 6i maged

1 Legacy: Itis simple to offer legacy applications on a state -of-the-art platform

1 Sustainability: Power Management, handling the necessary resources in an efficient
manner

4.2 TYPES OF DESKTOP VIRTUALIZATION

Desktop Virtualization is the detachment of the desktop, the operating system and the end-user
applications from the underlying endpoint or device. This kind of virtualization can be
subdivided into two types:

With the first type of virtualization, the end -user applications are executed remotely, server
hosted, and presented at the endpoint via a Remote Display Protocol.

With the second type of Desktop Virtualization solution, the applications are executed at the
endpoint, client-side, and presented locally on this workstation. If we study the two
virtualization concepts in more detalil, five different types of Desktop Virt ualization can be
identified, these include:

i Client-side (executed locally) bare-metal client hypervisor

Client-side (executed locally) client-hosted hypervisor

Server-hosted (executed remotely) shared desktop (RDS)
Server-hosted (executed remotely) personal virtual desktop (VDI)
Server-hosted (executed remotely) personal physical desktop (BladePC)

=a —a —a -8
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A graphic overview of the five different desktop virtualization solutions is shown here:

Desktop Virtualization

Client-side Server-hosted
local executed remote executed

,/ \‘ \‘

\ \
Personal
‘Remote Virtual
DLesktops’

"Dc;#tap;‘
17724 BladeC

Figure2; Desktop Virtualization overview

4.3

OVERVIEW OF THE DESKTOP VIRTUALIZATION SOLUTI ONS

The five different Desktop Virtualization solutions are outlined in the following paragraphs.

4.3.1 Remote Desktop Services (RDS)

Desktop Virtualization, by means of &éServer
gaining remote access to desktops and applications that are executed on a Remote Desktop
Server (RDS) in the data center. Access to the desktop or application is not connected to a
location or end-user equipment and the execution of the programme takes place centrally on
the server. The information appears on the client's screen via a remote display protocol such as
Microsoft RDP or Citrix ICA/HDX.Every user has his own desktop session but shares the
computer platform with other users. Other frequently used terms for this type of desktop
virtualization include the following: Terminal Services, Remote Desktop Servers (RDS) and

Session or Presentation Virtualizaton.Suppl i ers of O6Server hosted

solutions include, for example, Microsoft, Citrix (XenApp) and Quest (vWorkspace).

The Remote Display Protocol of Windows Server2008R2 is comparable with that of Windows 7.
Itis, for example, possible to use Windows Media Player, SilverLight, Flash and DirectX with the
Microsoft RDP7 protocol and experiences with this have been positive (especially in a LAN
environment).

4.3.2 Server Hosted Virtual Desktop (vDl)

Server hosted Personal Remote Virtual Desktopsis a solution for gaining remote access to
Windows 7 or legacy Windows XP desktops that are executed on a virtual machine in the
datacenter. The Virtual Infrastructure ensures availability and manageability. Other frequently
used terms for this type of de sktop virtualization include the following: Virtual Desktop
Infrastructure (VDI) or Server Hosted Virtual Desktops (SH-VDI). The use of Server hosted VDI
does not require the Windows XP/7 vDesktop to be connected to a location or item of end -user

Version 1.05
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equipment. Each user has his/her own unique, personal and completely isolated workstation.
Program execution, data processing and data storage take place centrally on the personal

desktop. The i nformation is displayed on grotoeolsachi ent 6 s
as Microsoft RDP, Citradver-l PEA/ HOXnantappMwera HEG.
overall solutions for &é6Server HostefbreRamplessonal Vi

Microsoft (RDS), VMware (View), Citrix ( XenDesktop and Quest (vWorkspace).

4.3.3 Stateless and stateful | Desktops

Stateless and statefull are essential terms, especially in relation to server-hosted remote
personal desktops. It is important to understand what these two terms mean.

Stateless Desktops : In practice, a num ber of different terms are used for stateless desktops;

pooled, non-persistent or standard desktops are frequently-used terms. The essence is the

same, the virtualized desktop is and wil/l al ways
All machine-related modifications, for example applications that are installed by a user, are

removed when the user logs off. User-specific settings that are recorded in the user profile,

however, can be stored and re-used. In addition to the aforementioned benefi ts of Desktop

Virtualization, stateless desktops also offer the following specific properties:

1 The simple roll-out and update of basic images

1 A virtual desktop is guaranteed to be 100% identical

I The user always has the same (clean) workstation

1 Less effort is required by the management team due to the standardization of images.

Stateful | Desktops : In practice, a number of different terms are used for stateful | desktops,

including assigned, persistent or private desktops; are terms that are frequently used. The

essence is the same; the user is and will always remain connected to a vDesktop on a 1:1

basis. When the user has the freedom to install software, the machine -related adjustments

continue to be maintained within tatdfull  des ldteap ,hv ewlt
from. In addition to the aforementioned benefits of Desktop Virtualization, a stateful | desktop

therefore has the following specific properties:

1 Freedom to install software within the desktop
I Maintaining all changes to the operating system between reboots

An important aspect regarding statefull desktops is the fact that the roll -out phase, update,
upgrade and security of the operating system and the applications is less simple to manage
than with the stateless desktops. The impact on (central) storage is also greater than with
stateless desktops. De-duplication on the storage array can reduce the storage capacity
footprint.

Use stateless or statefull!?

So, which is better, stateless or statefull?! The answer to this question depends on the
functionality that the end -users require and the impact of this functionality on the ICT
department.
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4.3.4 Server -Hosted (virtual) Desktop with GPU Acceleration , Blade -PC

An optimum experience has not yet been gained by the end-user with Remote Desktop Services
and Server Hosted VDI when using graphic intensive 2D/3D, NextGen and Unified
Communications applications. A significant reason for this is the fact that the presence of
graphic processor power is lacking in the (current) virtual desktop. The server hosted personal
remote physical desktop is the solution and offers users remote access to Windows 7 or legacy
Windows XP desktops.These desktops are executed on a physical machine in the datacenter.
Costly blade (professional) workstations, or blade-PCs are frequently used for the physical
machines.

The GPU in each blade ensures that every vDesktop is equipped with sufficient graphic
processing power in order to be able to execute multimedia, 2D/3D, NextGen and Unified
Communications applications. Monitor information is presented on the endpoint device via an
optimized remote display protocol. In order to be able to present the information with the end -
user gaining the best possible experience with this, additional requirements may be made with
regard to bandwidth, latency or locally available (software) components. The expectation is that
graphic performance in the physical desktop will become available in the Virtual Machines over
time. The O6Server Host ehhysiBaDressdkn alp sk eswipliediby HPoQGitrixi s
and Teradici, to name but a few.

4.3.5 Client -side vDesktop

Client-side, or Client-Hosted, desktop virtualization is a solution through which the Virtual

Machine(s) is/are executed locally at the end point. The Hypervisor ensures that every virtual

machine operates independently of hardware and renders it possible to utilize several Virtual

Machines on the workstation at the same time. The hypervisor plays an essential role and can

be subdivided into t-wet alad egatre g¢ch g sttheed 66 bhay e i wing

The bare-metal client hypervisor is often referred to as Type 1, as this can be used directly from
the hardware resources. -nBhe vreds pletr f@fr mamice .i s a (

The client-hosted hypervisor is installed as an application on the Windows, Mac or Linux

operating system, and provides a broader level of hardware support. As this hypervisor is
installed on the operating system, this is referr
vDesktop is acceptable for the average user, but is definitely not maximal.

Citrix XenClient, VMware Client Virtualization Platform(which i sndt publj c avail ab
Neocleus and Virtual Computer are bare-metal solutions.Microsoft VirtualPC, XP mode for

Windows 7 (build-in feature), MED-V, VMware ACE and FusionyMware View Client with Local

Mode, Parallels Desktop, Sun VirtualBox are ckent-hosted desktop virtualization solutions.

4.4 VDI STRATEGY

The growing reality of the transition to a dynamic datacenter is causing many IT organizations
to reevaluate traditional IT operations, support, and management methods. Virtualizing the
Desktop is a reasonable pieceto support growing numbers of unmanaged desktops, external
users, and other use-casescenarios.| t 6 s i mp or t \dsioh and Strategy v axoural
Application and Desktop Delivery. Designing, building, managing and maintaining the vDesktop
infrastructure using the right Technologies , corresponding vendors and products is an
important last step.

We see a lot organizations primarily focusing on products and vendors and lacking a clear
and profound vision and strategy. Thi s a p p r oaortbadj itsdepédnds og what the goal
of the organization is. When the organization needs a point solution, the various vendors and
corresponding products can help to solve this issue and fill-in the demands.
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When the organization is investigating possibilities, advantages, use cases and functionality of
the vNext AOptimized desktopd, a profound vision

The following themes should be part of the vDesktop strategy:

1 What are the use-cases? And does the use-case require Virtualization?

1 VD-why , what do | want to achieve?, lowering TCO?, business enabler, overall cost of

ownership and cost reducer?

What is the Business -case ?

Wh at 0 ssertexperience using Multimedia, NextGen, Video/Voice, 2D/3D

applications?

1 What endpoin ts do we support and facilitate and what is the role of these devicesin

the end-user experience?

Do we need to manage the endpoints ?

How is the vDesktop managed? OS deployment, application distribution, patch

management etc. etc. Is client management  mandatory?

1 What is the impact on storage (http:/bit.ly/5HTajV ) and how does it effect the
business-case?

1 Do we focus on stateless (pooled, shared) and/or statefull (assigned, private)

images ? What is, for example, the impact on storage, manageability, security, legal

and business-case?

Windows 7 or Windows XP as core vDesktopOS platform?

How does the solution scale? What do we need from a scalability point of view ?

How do we size the vDesktop and corresponding infrastructure and what are the best-

practices for optimizing the vDesktop? http://www.virtualrealitycheck.net/

1 What is the performance and bandwidth impact on the network infr astructure ;

LAN, WAN, wLAN

How do we design and build the user 6 profle and vorsk Spaacebd

Licensing ; Operating System, Client Access Licenses and (Business) Applications

Do we need to backup (and restore) the vDesktops?

Is Anti -Virus needed? Inside the VM or as service module on the Hypervisor?

Is the IT organization mature enough to support and maintain the complete

technology stack ? What is the knowledge and skill-set of the IT -department?

T Bottom Line: Whatoés mtegy?? current Desktop st

E ]

E ]

E R

E I E
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5. VENDORS AND THEIR VD | SOLUTION

51 | NTRODUCTION

To get an overview of the major players in the Server hosted VDI space, a number of products
are explained in this chapter (sorted alphabetically by vendor).

52 CITRIX XENDESKTOP
| NTRODUCTION

Citrix has a long history in Server Based Computing with its XenApp product (formally known as
MetaFrame Presentation Serve}. After the acquisition of XenSource, Citrix added two new
product lines to its portfolio ; Citrix XenServer for server virtualization and Citrix XenDesktop for
desktop virtualization. Combined with the company's existing application virtualization product
(as a part of XenApp), these two new additions give Citrix an end-to-end virtualization portfolio .

ARCHITECTURE

The architecture of XenDesktop consists of multiple components. This makes the initial setup of
XenDesktopmore complex than some other solutions.

The tasks of the connection broker or t h ®elivery Controllero are:

| . BdWn
\ Yook (

Xer smmnnouuvom

i sswesC
R4 | 3wt e

T
- § ENPEEIE

\ (

Vista

o Gl 0=

rovisioning

Figure3, XenDesktop architecture

1 Authenticates users
1 Manages assemblingtheus er 6 s desktop environment
9 Brokers connections between the user and his virtual desktop

Other components of the XenDesktop infrastructure are: Licensing server, Datastore,
Provisioning server (enables virtual desktops to be managed from a single golden image), Web
Interface and Access Gatewayfor secure remote access. XenApp can also be included in the
infrastructure for accessing remote or streamed applications.

A XenDesktopagent is required in the guest VM or Blade PC. The agent enables direct
connections between the endpointand t he us er 6 sOnuthe endpoiatthe @itexs kt op .
Receiver is required. The Receiver provides simple access from any device, anywhere, to virtual
desktops and applications.
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5.3

The protocol used for XenDesktop (and XenApp) is the ICA protocol and has some special
features. The ICA protocol performs better on limited bandwidth and higher latency than the
RDP protocol

Together with Citrix XenDesktop4 HDX was introduced. HDX consdsts of several elements that
should improve the user experience, such as VolP and webcam support, 3D support, enhanced
audio and optimization for use over WAN.

LICENSING

XenDesktopis available in 4 types of licenses:

1 Express

1 VDI

1 Enterprise
1 Platinum

Each license typeincludes, next to the Desktop Delivery Controller (the broker) the right to use
certain components of Citrix: XenApp, XenServer, Provisioning Server, Access Gateway,
EdgeSight for desktops, etc. Express is the free version with the least components and allows
up to 10 desktops and Platinum is the most advanced.

KAvIZA

(Not yet included in the version 1.0 of the Feature comparison matrix)
| NTRODUCTION

Many customers have been priced out of traditional VDI solutions because of the complexity
and the high upfront cost of deploying these solutions. Kaviza addresses this market with VDF
in-a-box - an all-in-one virtual appliance that provides high-availability without requiring shared
storage. Kaviza eliminates complexity by bundling all the VDI functions including load
balancing, connection brokering, dynamic desktop provisioning, and high-availability into a
single turnkey virtual appliance. Kaviza runs on off-the-shelf commodity hardware with direct
attached storage - this eliminates the high infrastructure requirements of traditional VDI.
Kaviza's grid scales ondemand and additional servers can be added as desktop needs grow.

Kaviza has a strategic license with Citrix to resell HDX with its virtual desktops. Customers can
buy Kaviza virtual desktops with HDX for $160 per concurrent user without needing any
XenDesktop or XenApp licenses.

Kaviza is hypervisor agnostic and currently supports both VMware ESX and Citrix XenServer.
Support for Hyper-V is on the roadmap.

Version 1.05

July 2010 Page 14/29



VDI
PQR
Smackdown

5.4

Virtual machines
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Figure4, Kaviza solutions overview

ARCHITECTURE

As shown above, Kaviza uses a distributed grid architecture that consists of one or more servers
each running a hypervisor and the Kaviza kMGR virtual appliance The kMGR appliances on
each server communicate and work together to :

Run the desktops;

Dynamically and automatically incorporate new servers,

Detect and dynamically recover from server failures;

Simplify management by allowing the administrator to manage the solution as if it were
one logical server.

E R E

MICROSOFT REMOTE DESKTOP SERVICES
| NTRODUCTION

Microsoft has had remote desktop capabilities built in their Operating Systems for years. This
functionality was already available from Windows 4.0 NT Terminal Services Edition. With
Terminal Services users shared a desktop with other users. With the launch of Windows Server
2008 R2in October 2009, the name fiTerminal Service was replaced by fiRemote Desktop
Serviced Windows Server 2008 R2also introduced two new roles, namely the "Remote
Desktop Connection Broker" and "Remote Desktop Virtualization Host". With the addition of
these roles users can connect through a broker to a virtual desktop.
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Figure5, Microsoft VDI and RDS solution

ARCHITECTURE

All the components of the Microsoft RDSarchitecture are roles which can be installed as a part
of Windows Server 2008 R2 The connection broker is called the Remote Desktop Connectimn
Broker. This role orchestrates a virtual machine and returns connection information to the
redirector. The redirector is actually a Remote Desktop Session Host (formally terminal server)

in redirection mode. Hyper-V R2 is the only supported hypervisor for Microsoft RDS. A remote
Desktop Virtualization Host role must be installed on the Hyper-V R2 host. Finally, a Remote
Desktop Web Access server and, optionally, a Remote Desktop Gateway are roles that complete
the Microsoft RDS infrastructure.

To get the best user experience, Windows 7 is required on the endpoint device and Windows 7
(or Windows Server 2008 R2 on the server hosted desktop.

LICENSING

To use the Desktop Connection broker in Windows Server 2008 R2 all you need is a Windows
Server 2008 R2license. But if you want more capabilities, Microsoft also offers VDI suites. The
standard VDI Suite includes the basic infrastructure and management components required for

a VDI deployment, and the VDI Premium Suite includes additional desktop and application
deployment options. Both Volume Licenses are available as device based subscriptions on top of
Software Assurance, thereby complementing the VDA license.

The Microsoft VDI Standard Suite includes licenses to the following technologies:

1 Hypervisor platform (Hyper-V Server 2008 R2)

1 Anintegrated management suite for VDI (System Center Virtual Machine Manager 2008
R2, System Center Operations Manager 2007 R2, and System Center Configuration
Manager 2007 R2)

1 Microsoft Application Virtualization through the Microsoft Desktop Optimization Pack
(MDOP)

1 Connection brokering capability through Windows Server 2008 R2 Remote Desktop
Services

The Microsoft VDI Premium Suite includes all the features of the Microsoft VDI Standard Suite,
and also includes:
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